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Abstract. The selection method for criticality associated with Microservices Ar-
chitecture (MSA) has great importance associated with system reliability. Since
MSA is a new research area, the need for a systematic literature review is crucial
in order to elucidate the possible ways to identify consolidated criticality meth-
ods. The proposal of this systematic mapping is to identify the gaps and ap-
proaches used on previous similar situations on studies related to MSA, also in-
cluding SOA and components, considering these being part of microservices
background and evolution. Thus this study focuses on identifying methods to
evaluate a decision focused on highlighting the most critical component, service
or MSA. In this paper, 68 primary studies about this topic published from 2012
to 2019 were selected. Results indicate that the software engineering community
has increasingly invested effort in studying criticality evaluation. Nevertheless,
it is still an immature area when focused on MSA.

Keywords: Microservices, SOA, Components, Selection, Multiple Criteria, Crit-
icality, Systematic Review

1 Introduction

According to Haselbock, Weinreich, and Buchgeher [7], introducing a Microservice
Architecture (MSA) is not an effortless journey, a company undertaking such an en-
deavor needs to make a variety of decisions considering a wide range of development
practices, technology, and infrastructure to handle the additional challenges and com-
plexity that accompany this architectural style.

MSA arises from the broader area of Service Oriented Architecture (SOA) and fo-
cuses on specific aspects, such as componentization of small services, application of
agile practices for development, deployment, and testing of services [18]. According to
Montesi and Weber [16], the key difference between MSA and SOA lies in granularity.
Gabbrielli et al. [17] also mention that scaling a microservice architecture does not im-
ply duplication of all its components and developers can conveniently deploy or dispose
of instances of services in accordance with their load.

MSA development is an architectural model to be followed to designing software
applications as independent service groups. These applications are cohesive and small
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in size, and can be easily integrated with reduced creation, validation and deployment
time. Microservices can be updated and sized individually, leading to greater architec-
tural stability and greater resilience [22].

The need to know the most critical microservices comes from the complexity in de-
cision making regarding the maintenance and evolution of architectures based on this
architectural model. After a microservice oriented architecture deployment, the archi-
tecture maintenance process tends to be complex, considering the multiple services to
be observed.

Francesco, Malavolta and Lago [13] mention that the need to understand the current
state of the art on architecting microservices is confirmed by the fact that three different
mapping studies [13, 14, 15] have been published recently and are providing important
characterization to the field, although, none of them associated with criticality to MSA.

This paper contextualizes the use of decision models to support the establishment of
an MSA considering the criticality evaluation methods. Decision models represent a
well-known approach for exploring the design space, making decisions, documenta-
tion, and reuse in software architecture [7, 8, 9].

Since MSA is an architectural style, the objective of this study is to explore how
previous research has supported microservices through architectural approaches. The
aim of the study is to focus on the research questions exposed on the Section (2.1),
closely link and correlate the research questions to the review study results and provide
quantified evidence from the available publications.

The contribution of this paper is a comprehensive overview of existing approaches
on selection methods for criticality in MSA developed over the last years and their focus
in terms of the different activities. The criticality analysis is a process through which
artifacts are evaluated in terms of potential risk of degradation, partial failure or total
failure [20]. On software context, performing a criticality analysis helps to clarify the
available methods to reduce the risk associated with each software asset.

Three main aspects distinguish this work from previous, similar work is this area.
First, approaches for components and SOA based on published studies were identified,
by aggregating related studies that considered the same approach or variations. Second,
for each approach, the focus of the performed research was determined. Finally, the
provided evidence in terms of associated studies not related to general approach was
identified.

The remainder of this paper is structured as follows. Section 2 presents the research
method, elucidating the research questions, the search process, and the inclusion and
exclusion criteria, also exposing the search string, as well as detailing the quality as-
sessment and data collection. In Section 3, the results and their implications are de-
tailed, also considering the data extraction and research questions answering, as well as
the threats to the validity and study limitations. In Section 4 the related works are listed.
The paper is concluded in Section 5, which presents the conclusion and future re-
searches.



2 Research Method

Based on the methodology of systematic literature reviews (SLR) [1, 2, 3, 4, 5], a
scheme was developed for the review, selection and extraction of information in the
following phases: (i) Planning the Review, (ii) Conducting the Review and (iii) Report-
ing the Review.

According to the Australian National Health and Medical Research Council [1], an
SLR is a means of identifying, evaluating and interpreting all available research rele-
vant to a particular research question, topic area, or phenomenon of interest. Individual
studies contributing to an SLR are called primary studies; an SLR is a form of a sec-
ondary study. This paper intends to identify gaps in the current state of the art in order
to suggest areas for further investigation.

Systematic literature reviews (SLRs) are considered comprehensive and rigorous re-
views of specific research questions in an area or a topic, which aim to identify the gaps
in the literature and identify where new or better primary studies are needed to be put
in place [18]. Systematic mapping is a secondary study method based on a structured
and repeatable process or protocol that explores studies and provides a result in the
form of an overview of a particular subject [23].

2.1  Research Questions

The overall goal of this systematic mapping is to identify existing MSA, SOA and com-
ponents approaches and to determine their support for architecture decisions associated
with criticality. Accordingly, the following three research questions (RQs) were formu-
lated:

RQ1 - What are the established selection models for MSA, SOA, and components? In
RQ1, the approaches and families of approaches to MSA, SOA, and components asso-
ciated with selection models will be identified by combining related studies obtained
from the literature.

RQ2 - What are the multiple criteria evaluation approaches for MSA, SOA, and com-
ponents? The information from RQ2 intends to determine which microservices, SOA
and components activities related to multiple criteria evaluation are well supported by
current researches on literature. Therefore, gaps in current approaches and needs for
future research with respect to support for MSA, SOA and components activities can
be identified.

RQ3 - What are the established criticality methods in MSA, SOA, and components?
With RQ3, it is desired to gain better insights into how well existing approaches have
been validated both with respect to academic and industrial studies. The evidence pro-
vided for existing approaches is rated with respect to how they support the MSA, SOA
and components activities related to criticality.



2.2  Search Process

Initially, a set of research questions were drafted for investigation during the study.
The motivation behind each research question was reviewed and refined. Subsequently,
selected papers were assessed against quality criteria and a classification scheme was
iteratively developed following a synthesis method.

2.3 Inclusion and exclusion criteria

It was defined a number of criteria on the basis of which papers were included in the
review or excluded from the review. The defined inclusion (I11-13) and exclusion (E1-
E7) criteria are exposed in Table (1).

Table 1. Inclusion and Exclusion criteria

Criteria Type Criteria Description

Inclusion (11) The paper is related to microservices selection, decision making or criticality
Inclusion (12) The paper is related to SOA services selection, decision making or criticality
Inclusion (13) The paper is related to components selection, decision making or criticality

Exclusion (E1)
Exclusion (E2)
Exclusion (E3)
Exclusion (E4)
Exclusion (E5)
Exclusion (E6)
Exclusion (E7)

The paper is not related to MSA, SOA or components

The paper is not related to selection, decision support or criticality
The paper is based on Gray Literature

The paper was not found.

The paper was not found without cost.

The paper is not written in English.

The paper does not represent a primary study

During the study selection phase, some filtering information was also considered to
be able to get just the most updated information regarding the research area. These

filters were:

MDS

Qualitative studies will be considered.

Language: English only

Years: Between 2012 and 2019

Document Types: All types of articles except gray literature.

Outcome Measure: Number of identified methods

Keywords: microservices, SOA, components, architecture, criticality, AHP,

Search Engines: Scopus, IEEE, Web of Science, Springer and Science Direct

e  Experimental Design: there will not be applied to statistical methods

During the evaluation of the qualitative studies, it was also considered a duplicity
filter. Thus after adapting the search criteria to the filters mentioned above, having run



the inclusion and exclusion criteria, all studies returned by the search that are not du-
plicitous were accepted. At the end of the bibliographical survey, it is expected to iden-
tify the state of the art of criticality treatment models in microservices oriented archi-
tectures.

2.4 Conducting the Systematic Mapping

In this phase, the process specified in the protocol previously described was carried out.
The main steps were: (i) Identification of Research, (ii) Selection of Primary Studies,
(iii) Data Extraction, and (iv) Data Analysis based on the method used by Khan et al
[4]. On digital libraries, the search string shall be adapted to each engine in order to
obtain suitable results.

Table 2. Search String

Search String: “prioritize and microservices” OR “ahp and microservices” OR “mds and
microservices” OR “multidimensional and microservices” OR “multicriteria and micro-
services” OR “decision and microservices” OR “selection and microservices” OR “ahp and

i m nd archi multidimensional and archi

architectures” OR “mds and architectures” OR “multidimensional and architectures” OR

multicriteria and architectures ecision and architectures selection and archi-
“multicrit d architectures” OR “d d architectures” OR “select d arch
tectures” OR “criticity and microservices” OR “criticality and microservices”

Selection of Primary Studies: In the first filter, the title, abstract, keywords of the
papers were read. Based on this information, the inclusion and exclusion criteria were
applied. After this step, 16 papers were classified as duplicated, 451 were rejected and
140 were accepted.

During the second filter, named as the extraction phase and detailed in Section (3),
140 accepted studies were analyzed considering the entire paper content. At the end, a
total of 68 studies were accepted, a total of 523 studies were rejected, and 16 studies
were considered duplicated.

2.5  Quality Assessment

The authors Kitchenham et al. [6] propose four quality questions for evaluating SLR.
These are presented in the following, along with an evaluation of this study against
these questions:

QAL: Are the reviews inclusion and exclusion criteria described and appropriate? It
was explicitly defined and discussed the inclusion and exclusion criteria used in Section
(2.3), so this quality criterion is met.

QAZ2: Is the literature search likely to have covered all the relevant studies? According
to Kitchenham et al. [6], this criterion is met if four or more digital libraries have been
searched and additional search strategies have been included. This quality criterion is



met, as it was performed an automatic search in five scientific databases (Scopus, IEEE,
Web of Science, Springer and Science Direct).

QAZ3: Did the reviewers assess the quality/validity of the included studies? It was ex-
plicitly assessed the quality of each primary study according to the defined quality cri-
teria. As part of the data synthesis, it was explicitly validated the level of evidence
presented for each approach with respect to the MSA, SOA and components activities
each supported.

QA4: Were the basic data/studies adequately described? This quality criterion was con-
sidered met since a detailed data collection form was used for each study. The results
of merging papers to approaches, their focus, and support in terms of the different MSA,
SOA, and components activities were also grouped for summarizing.

2.6 Data Collection

To answer the proposed research questions, each publication from the final set of papers
was read in detail, extracting specific data about the presented approach or concept. In
addition to general information about the selected paper, data regarding the underlying
microservices, SOA and components model in the decision-making process were ex-
tracted.

To systematically search for scientific sources, population, intervention, compari-
son, and outcome (PICO) criteria to define the terms for the database search were used.
The population in this paper is represented by components, SOA and MSA papers be-
cause it is only interested in criticality approaches applicable to these areas. The inter-
vention is architectural knowledge and any synonyms thereof. Comparison is not ap-
plicable in this case, as this paper did not take a comparative approach. The search
source was selected based on the capability to research reproducibility and indexing of
the main periodicals and publications of the area.

3 Results and Discussion

In this section, the answers to the research questions are discussed, considering the
broad-spectrum of approaches.

3.1  Search Results

This section presents the results of search and selection. Table (3) exposes the paper
selection status separated by the search engine. After the extraction phase mentioned
in Section (2.4), the studies were classified by publication year and publishing vehicle.
In total, 68 selected studies were included, 8 being published in journals and 60 pub-
lished in conference proceedings.



Table 3. Papers selection status per search engine

Engine Acrticles
Total Accepted Rejected Duplicated
Scopus 101 19 81 1
IEEE 164 24 126 14
Web of Science 75 7 68 0
Springer 258 13 245 0
Science Direct 9 5 3 1

1t was obtained a total of 607 articles after search phase and accepted a total of 68 articles

Articles Distribution per Year Articles Distribution per Publishing Vehicles
8
18

60

60
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Figure 1. Papers by Year and Type of Publishing Vehicles

Figure (1) shows the distribution of studies included in this paper. The distribution of
studies over the years, from 2012 to 2019. This figure shows a trend of increasing pub-
lications on MSA, SOA and components approach between 2017 and 2019, in which
publications on MSA, SOA, and components approaches are published with a slight
variation in 2018, but with an increasing tendency.

Other studies on similar topics also show that MSA, SOA and components and re-
lated topics such as design decisions and documentation are still an active research dis-
cipline in general. All of them show a similar increase after 2015 with slight increases
and decreases in the following years. A full list containing the selected articles is avail-
able on-line (http://www.eduardomioto.com/review/cibse2020.htm).

3.2 Selection Methods for MSA, SOA, and Components (RQ1)

As regards to selection methods, 18 papers did not propose any selection method. Con-
sidering the approaches to MSA, SOA, and components that have been used by the
research community over the years between 2012 and 2019, 15 different selection
methods to MSA, SOA and components were identified as shown on Figure (2).



Selection Method Usage

Dedsion Guidance 30

Ontology mmmmmm 3
Semantic Recommendation HEEE 2
Genetic Algorithms  m— 2
Ecosystem Approach mmmm 2
Cluster Based mmmm 2
RSHT (Rough Set-Based Hypergraph Technique)

Principal Component Analysis

Models

Multi-Objective Heuristic
Intelligence Choice Design

Fuzzy Description Logic

Fuzzy Clustering

FDM (Fuzzy Delphi methodology)

Exact Transversal Hypergraph

[ I

Architecture-Based Software Reliability Models

MERREERREEE

5 10 15 20 25 30 35

Ocurrences
Figure 2. Number of papers per selection method

Based on these data, it was concluded that “Decision Guidance” is the most used
method for selection, being used by 30 papers (44.11%) from a total of 68. The second
most used selection method was “Ontology” with 3 papers, followed by “Semantic
Recommendation”, “Genetic Algorithms”, “Ecosystem Approach” and “Cluster-
Based” each of them used by 2 papers (2.94%) from the total of 68 (4.41%). All other
selection models used were found in one study each (1.47% each one).

3.3 Multiple Criteria Evaluation Model (RQ2)

As regards to criticality based evaluation models, 29 papers (42.64%) did not propose
any multiple criteria evaluation model. Considering the approaches to MSA, SOA, and
components that have been used between 2012 and 2019, 16 different multiple criteria
approaches to MSA, SOA and components were identified as shown on Figure (3).



Multicriteria Model Used
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Figure 3. Number of papers per multiple criteria method

Analytic Hierarchy Process (AHP) model was used in 18 studies from a total of 68
studies (26.47%), Fuzzy AHP model was used in 6 studies (8.82%), followed by Fuzzy
Mathematical Programming used in 2 studies (2.94%). All other multiple criteria mod-
els used were found in one study each (1.47% each one).

It was possible to conclude that there is a common acceptance regarding the usage
of AHP as a multiple criteria approach, also considering its adaptation variations to the
user requirements, as observed with Fuzzy AHP.

3.4  Criticality Based Evaluation Model (RQ3)

As regards to criticality based evaluation models, 63 papers (92.64%) did not propose
any criticality evaluation model from a total of 68 selected papers. Considering the ap-
proaches to MSA, SOA and components that have been developed by the research com-
munity over the last years between 2012 and 2019, 5 different criticality based evalua-
tion models to MSA, SOA and components were identified.

As regards to criticality based evaluation models, all occurrences were found at the
same proportion, as shown in Figure (4). The model “Quality Attributes on Architecture
Trade-Off Centered Analysis” was found in 1 study (1.47%) from a total of 68 studies;
as well as “Dynamic Weights”, “Architecture-based Software Reliability Models”,
“Components Reliability based on Defect” and “Failure Mode Effect and Analysis.

This variety of models highlights that there is not a consensus regarding the most
relevant criticality evaluation model and most of them (4 out of 5) focused on compo-
nents and just the minority part (1 out of 5) focused on MSA.
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Figure 4. Number of papers per criticality method

Related to the single paper that treats the criticality focused on microservices [21], a
criticality evaluation approach called ACISM was used to analyze the quality of ser-
vices. The ACISM approach uses the dynamically acquired weight information to ob-
tain the result and uses the result to select instances of microservices. According to the
authors, the proposed method can weaken the decisiveness of user's subjective selection
by using the dynamical weight information. The method balances the influence of sub-
jective and objective factors and can improve the accuracy of microservice instances
selection and shorten the response time.

Based on the results obtained, it was possible to conclude that there is no standard-
ized nomenclature and semantic of concepts, which may hinder the understanding and
comparison. This may be a sign of a lack of maturity in the microservices criticality
research area.

3.5  Threats to Validity

In order to analyze threats to validity related to this systematic mapping, relevant con-
cerns are described separately as follows:

Discovering the primary studies: considering the focus on the discovery of the primary
study considering multiple search criteria, the search string was developed associating
to synonyms and was reviewed by the second and third authors. In addition, they con-
tain synonyms and both singular and plural forms of the main terms. However, the
number of digital libraries would not consider all the content available. Finally, only
papers written in English were read. Therefore, this paper may have ignored some po-
tentially relevant primary studies.

Increasing transparency and repeatability: are improved by documenting and dissem-
inating the research questions, search strings, inclusion and exclusion criteria, digital
libraries used, and the process was undertaken. However, full transparency is not pos-
sible as some information cannot be presented in this paper, motivated by the space
needed.

Conducting the search: The digital databases do not have compatible search rules, so
different search string were used, but considering some keywords. It was considered to
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reduce any possible bias in the manner of conducting the review, avoiding to include
or exclude studies without considering the inclusion and exclusion criteria. However,
when it comes to the data analysis, there might still have been the possibility of incom-
plete findings or conclusions based on personal interest or opinions.

Avoiding misclassification of primary studies: as a measure to mitigate the risk of erro-
neous classification, it also validated the conferences and journals in which the papers
were published, when applicable, as well as the references of each one, however, some
misclassification may be occurred and it is not guaranteed that the outcome of the ex-
traction made by other researches would be identical to those presented in this paper.

3.6  Study Limitations

Even considering English as being the most accepted language on academic publica-
tion, a diversity of studies not being published on this language can be observed, there-
fore not being considered in this systematic mapping.

The years considered as primary filter were between 2012 and 2019, however rele-
vant studies associated with SOA and components could have been published before
these years and were not considered on this systematic mapping.

4 Related Work

The authors Badampudi, Wohlin, and Petersen [10] conducted an SRL related to com-
ponent-based software systems, which in accordance with them, requires decisions on
component origins for acquiring components that are an alternative of where to get a
component from. The SLR conducted by Badampudi, Wohlin, and Petersen [10] is sim-
ilar to this present paper in terms of multiple criteria approach investigation, however,
their paper did not include the MSA perspective or even the criticality aspect.

The authors [10] identified factors that could influence the decision to choose among
different component origins and solutions for decision-making in the literature. In total
was included twenty-four primary studies. The component origins compared were
mainly focused on in-house compared with COTS (Components off-the-shelf) and
COTS compared with OSS (Open Source Software). The authors identified eleven fac-
tors affecting or influencing the decision to select a component origin. Most of the so-
lutions were proposed for in-house vs. COTS selection and time, cost and reliability
were the most considered factors in the solutions.

Another SLR, conducted by Breivold, Crnkovic, and Larsson [11], evaluate the soft-
ware evolution capability in the architecture perspective, intending to obtain an over-
view of the existing approaches in analyzing and improving software evolution capa-
bility at an architectural level, and investigate impacts on research and practice. The
SLR conducted by Breivold, Crnkovic, and Larsson [11] is similar to this present paper
in terms of the architectural perspective investigation, however, it did not include the
criticality aspect.
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In accordance with Breivold, Crnkovic, and Larsson [11], the software evolution
capability describes a software system’s ability to easily accommodate future changes,
being a fundamental characteristic for making strategic decisions, and increasing eco-
nomic value of software. For long-lived systems, there is a need to address evolution
capability explicitly during the entire software lifecycle in order to prolong the produc-
tive lifetime of software systems. The authors identified five main categories of re-
search topics, (i) techniques supporting quality consideration during software architec-
ture design, (ii) architectural quality evaluation, (iii) economic valuation, (iv) architec-
tural knowledge management, and (v) modeling techniques.

The findings of Breivold, Crnkovic, and Larsson’s [11] review reveals that it is nec-
essary to establish a theoretical foundation for software evolution research due to the
fact that the expertise in this area is still built on the basis of case studies instead of
generalized knowledge; as well as it is necessary to combine appropriate techniques to
address the multifaceted perspectives of software evolution capability due to the fact
that each technique has its specific focus and context for which it is appropriate in the
entire software lifecycle.

The SLR conducted by Yingkui and Jing [12] evaluates the reliability analysis con-
sidering multiple possible states, which is known as multi-state (MS) reliability analy-
sis. Multi-state reliability models provide more realistic and more precise representa-
tions of engineering systems, being more complex and present major difficulties in sys-
tem definition and performance evaluation. This SRL present by presents Yingkui and
Jing [12] is about the latest studies and advances about multi-state system reliability
evaluation, multi-state systems optimization and multi-state systems maintenance,
however, it’s not associated with software architecture or MSA. This review is similar
to this paper in terms of criticality associated.

There is still no general agreement for addressing the problem of criticality sugges-
tions associated with MSA on literature. The analysis also reveals a broad spectrum of
approaches supporting decision-making [10], architecture evaluation and review [11],
and criticality [12], however, it was not possible to locate an SLR associated with all
aspects that involve the selection methods for criticality in MSA.

5 Conclusions

This paper presented the process followed to perform an systematic mapping aiming to
get an overview of existing researches on criticality suggestions related to MSA.

The research questions on this systematic mapping were intrinsically associated,
considering that established selection models’ question intends to identify models fo-
cused on helping the selection process associated to MSA, SOA and components in
order to promote a base to decision making process.

The first research questions (RQ1) is directly associated with the multiple criteria
evaluation approach question (RQ2), that aggregated with the criticality scope (RQ3),
seeks to compose a well-grounded foundation of the most used criticality methods on
the MSA perspective.
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The results show an increasing interest in criticality research. They also suggest the
immaturity of the area associated with MSA, since there is not an established guideline
or proposal that focus on suggesting the critical microservices, differently from SOA
and components that already have a diversity of studies around these areas.

Another weakness is the low number of works that performed comparative studies
to highlight the advantages and disadvantages of their approaches and related work.
However, this area has been showing signs of an increase in maturity since the numbers
of published papers are increasing and MSA has been applied in practice.

A research trend was identified since the increasing number of experience reports in
industry and academy showing evidence that the criticality approaches are feasible and
beneficial to be applied in a real context. Nevertheless, further researches with more
rigorous methods, including a case study for this purpose, would indicate new findings.
Researchers intending to conduct researches related to criticality applied to MSA would
use the results obtained by this paper to serve as a base to produce subsequent analysis
in order to promote the maturity of this area. To address the lack of literature associated
to criticality method related to MSA, the authors are conducting a research to propose
a multiple criteria criticality method focused on MSA [19].
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